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	Job Title
	SENIOR INFORMATION, COMMUNICATION AND TECHNOLOGY OFFICER

	Division
	INFORMATION MANAGEMENT SERVICES

	Reports to
	MANAGER INFORMATION MANAGEMENT SERVICES

	Reporting positions
	NIL

	Classification level
	

	Salary
	$37,278 p.a.

	Main purpose of Role
	Assist the Information and Communications Technology Services Manager to manage resources to achieve the Divisions targets and contribute to the achievements of the Offices overall corporate objectibes

	Technical

	Technical 
	1. Maintains database architecture, data structures and naming conventions.
2. Implements and administers database documentation, guidelines, policies and procedures testing database systems and upgrades (eg, debugging, tracing, reproduction and logging and resolve all identified problem)
3. Analyzes, recommends, installs and maintains software security applications.
4. Provides service support in diagnosing, resolving and repairing server-related hardware and software malfunctions.
5. Analyzes information needs and specify technology to meet those needs.
6. Maintains the security of ICT systems, Network and Internet.
7. Maintains and performs the operational establishment and preventative maintenance of backups, recovery procedures and enforce security and integrity controls.
8. Maintains LAN
9. Maintains Internet access the connectivity.
10. Implement and maintains OLCA communication protocols and equipment (eg) email services.
11. Builds and install LAN equipment.

	General Responsibilities
	1. Adheres to the Office’s Equal Opportunities policy in all activities, and actively promotes equality of opportunity wherever possible.
2. Is responsible for own health and safety and that of colleagues.
3. Undertakes other such other duties as may be reasonably expected.

	Performance Measures
	1. Accuracy and completeness of all data master files is maintained.
2. In accordance with approved quality testing scripts, procedures and processes.
3. Accurate analysis and recommendation and correct installation and maintenance of security applications.
4. Service support on the identified functions is rendered in a timely manner when required.
5. Accurate identification of information needs and appropriate technology in order to satisfy specified needs.
6. ICT systems are fully secured and at all times.
7. Oversee the operational establishment and preventative maintenance of backups, recovery procedures and enforce security and integrity controls.
8. Establishment, preventative maintenance of backups, recovery procedure, security and integrity controls is fully operational at all times. 

	Selection Criteria

	Qualifications
	Minimum of Bachelors degree in Computer Studies, CISCO, Computer Programming or relevant field (Essential)

	Experience
	Minimum of at least 2 years of relevant work experience (Essential)

	Skills
	1. Must have highly developed skills in software and troubleshooting skills (Essential)
2. Must have in depth knowledge of Windows Operating System 2007 Server, Active Directory (Essential)
3. Must have a good understanding of LAN/WAN,TCP/IP, VPN Firewalls and Routers (Essential)

	Personal Attributes
	1. Must be able to do cabling work (Essential)
2. Must have a flexible attitude to working hours (Essential)
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